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Building affective cybersecurity, programs a sacurity managsr's handbook

Schreider, Tart Noakes-Fry. Kristen
Rathstein Publishing , 2017 - English - 249 Pagas

Vou knows by now that your company coud not survive without the Indemat. Not in tociay's market. You are either part of the o refant upan i
Cybersecurity Programs: A Security Manager's Harsdbook, lays aut the step-by-step roadmag i follow s you bult or enance your cybersecurity program.
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The managers guide to quick crisis rasponsa; effective action in an emergency

Biythe, Bruce T, Noakes-Fry, Kristen
Rothstein Publishing . 2016 ; English 114 Pages

Aveie being "blindsided” by an unexpected emesgency of eris in the workplace - violence, natisral dissstes, or worse! Brice Biythe's The Mansges's Guae 1 Quick Response n a Cris: [fiective Acti
Bythe uses real-world case Hudien, examples. and checklists ta help you be the top-notch leader the stuation requires.

Emergency evacuation planning for your workplace: from chaos o life-saving solutions
Burtles. fim: Noakes-Fry, Keisten
Rothstein Associates Inc., 2014 English ; 342 Pages

Weld your reastine office fre drll be sble to ancie the Large-scsle chacs of 3 major dasster? Can you Get everyone out safely in the face of 3 factory fire. explosion or netursl dsaster? In Emergenc

Eves, You can be scsured your compary wil be ready and that everyone will knaw what 1o co — whatever the nature of the emesgency

‘Busingss continity planning. 3 siee-by-step Guide with glanning forms,_3rd sdition
imer, Kenneth L- Rothitein. Dhifip Jan

Rathseein Publishing . 2015 : English : 191 Pages

Thiz casy workbook farmat shows martagers new to Business Contiruity Planning how to quickly develop 3 basie pan and keep it updated.  you've been tasked with developng 2 basc busines con

The ook iz st 2t wrglesfew eation companies wih up to SH— . pster operations are crtical. 1t offers 2 fast, practe

institute and Daaster Recovery institute international, 1t includes these heipfd took:

Sraightiorward, jargen fres explanations emphasize the nan techrecal spects of Informatian Technalogy/Daaster Aecavery planing
Gloszary with 120 terms and Agpenices with sample rizk sssessment and fisk snalyss checklists

A rowdfundar's satagy guide: build a better business by building community

Stagmaier. Jamay
Berat-Koshler Publishars . 2015 - Engllsh - 217 Pagas

There i no abstract vailsble for this e

Unaqual protaction: how. bacams "paopla” - and you can fight back 2nd edition revised

Hartmann, Thom
Barran-Koahlar Publishars, Inc., 2010 English : 385 Pages




Building effective cybersecurity programs: a security manager's handbook

Schreider, Tari
Noakes-Fry, Kristen

Rothstein Publishing, 2017
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The Redt Book has fuur main components that outline an flerative improvement process &
achieve principled performance. Principled performance is OCEG's poit of view and spproach

elp achicve g 2 While s s nplicd. componcnts
apcrate concurrealy (OCEG, 2015)
o LamE nd cuteure,
smicgics.
© L1 External Coment: Consider the external business coatext in which the
erzamzztian
& L2 Intornal Context: Consider the intcrnal business context in which the orgamiction
operates.

© L3 Culture: Understand existing culture, organizational climate. and individual
mindsets concerning governance. assurance. compliance, and risk.

© L4 Stkeholders:
may afficct the arganization.

Align: Align performance, risk oty strategies.

criteria, actions, and controls with the comext, cultie. 3nd stakeholder requirements.

© Al Direction: Provide clear mission, vision. and valuc statcments.

o A20% Establish  set with
decision-making criteria.

© A3 Wcotification: Idcatify forves that may causs opportunitics o thrcsts 10
achicvement of objectives

© Ad Asscrment

© AS Design:

o Dok
condust and events, and preventing what is undsired, through the application of
proactive, detective, and respansivs actions and controls
© Pl Controls: Etablish & mis of managercnt, process, human capital, lechnology.

s  th

fion, and physical acti < go
and sssrance meads
o P2 Policies: nd
threats, T
surhority, manssgement, the woekforce, and the cxicndod enterpeise.
o PIC Deliver , relisbie, and timely

the right audiences.
P4 Edhcation: Educate the poverning authority. managemeat. and the workfores.
PS5 Incentives: Lmp e &

those who cantribute.

P6 Notification: Report progress toward objectives, and the actual or poteatial
occurrence of undesirable and desirable conduct, conditions, and events
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© P7 Inquiry: Analyze data and seck input abost progress fowards objectives. and the
existence of undesrable condacr, condihions and exerts.
© P8 Rexponse: Exccutc respons i
conditions, events, or weaknesies in capabilitics
o

¥

o Review €
stricgics.

o

RI Monoring:

© R2 Asssrance: Report progress foward objectives, and the actual or potential
axcurrence o undesirable st desirable comduet, conditions, o) everts

o R3 Improvement: Review information from periodic evaluations, detective and

responsive actions and controls, monitoring. and assurance, 10 ideatify opportuitics

for capubility

[y T—r—
2 e Comtent

Figgure 25, OCEG GRC Capebility Model Copyright ©2015. OCEG. Permission by OCEG s
required jor reprochucition undor use of material )

 Stremgtin: OCEG ficcascs the Rod Book under Creative Commons Attribution, which
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Building effective cybersecurity programs: a security manager's handbook
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Chapter: Preface

. To ensure you do not become one of those managers you read about who lets the cyber aggressors in the backdoor, you must also take cybersecurity seriously as well.
Whether you are a new manager or a current manager involved in your organization's cybersecurity program, | am confident this book will answer many questions you
have about what is involved in building a program. You will be able to get up to speed quickly on program development practices and have a roadmap to follow in
building

Page: 10

Chapter: Preface

serially throughout their careers. This leaves little time to forge experience gained through building a program of their own design. = In addition, few of these managers
graduated from a cybersecurity degree program that teaches architecture and design. Second, we do not have a generation of managers equipped to build
cybersecurity programs. « By many accounts, there are over one million cybersecurity jobs open in the US. According to the US Bureau of Labor Statistics, this industry

Page: 14

Chapter: Introduction

a methodical approach to their design and construction. When setting out on a journey to build a cybersecurity program, my advice is to start at the beginning, resist
hopscotching stops, and stay true to the journey. This book is a process, emphasizing the benefits of basic preparatory steps that are often overlooked. Your journey
begins with creating a blueprint of what you are going to build. and it will end with ensuring your program operates as a mature service organization.




Building effective cybersecurity programs: a security manager's handbook

Schreider, Tari
Noakes-Fry, Kristen

Rothstein Publishing, 2017

Abstract v

You know by now that your company
company requires a state-of-the-art of
out the step-by-step roadmap to folig

Table of contents

Subjects »

Details »

Cite/Export

SR

L S {%

Saved list

Building effective cybersecurity programs: a security manager’s handbook

Schreider, Tari
Rothstein Publishing . 2017 : English : 249 Pages

You know by now that your company could not survive without the Intemet. Not in today's market. You are either part of the digital economy or reliant upon it. With
critical information assets at risk, your company requires 3 state-of-the-art cybersecurity program. But how do you achieve the best possible program? Tan Schreider, in
Building Effective Cybersecurity Programs: A Security Manager's Handbaok, lays out the step-by-step roadmap to follow s you build or enhance your cybersecurity

program.
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